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Abstract — Hypercube multiprocessors have recently offered a
cost effective and feasible approach to supercomputing through
parallelism at the processor level by directly connecting a large
number of low-cost processors with local memories which com-
municate by message-passing instead of shared variables. This
paper discusses the design of a fault-tolerant hypercube
multiprocessor architecture. Most of the recently proposed
schemes of fault tolerance in parallel architectures address
mainly the issue of reconfiguration of a parallel architecture
once a faulty processor is identified. The schemes assume the
existence of an off-line diagnosis strategy which locates the faulty
processor. We propose the detection and location of faulty pro-
cessors concurrently with the actual execution of parallel appli-
cations on the hypercube using a novel scheme of algorithm-
based error detection. We have implemented system-level error
detection mechanisms for three parallel applications on a 16-
processor Intel iPSC hypercube multiprocessor: 1) matrix mul-
tiplication, 2) Gaussian elimination, and 3) fast Fourier trans-
form. Schemes for other applications are under development.
We have performed extensive studies of error coverage of our
system-level error detection schemes in the presence of finite
precision arithmetic which affects our system-level encodings.
Finally, the paper proposes two reconfiguration schemes that
allow us to isolate and replace faulty processors with spare pro-
cessors. These schemes of reconfiguration are integrated with the
error detection schemes to form a truly fault-tolerant hypercube
multiprocessor.

Index Terms— Error coverage, hypercube multiprocessors,
parallel algorithms, reconfiguration, system-level error detection.

1. INTRODUCTION
A. Hypercube Multiprocessors

HE advent of cost-effective VLSI components in the past
few years has made feasible the commercial development

of massively parallel computers with hundreds of processors. _

Many different parallel architectures are under development,
but one of the most commercially successful large-scale par-
allel architectures to date has been the Boolean hypercube
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{1]. Implementations of the hypercube architecture range from
experimental prototype systems [2], to commercially available
systems from Intel, Ametek, NCUBE, and Floating Point Sys-
tems.

A significant difference between hypercubes and most other
parallel processors is that these machines use message-passing
instead of shared variables for communication between con-
current processes. Each processor has a private local mem-
ory. This type of architecture is more readily scaled up to
very large numbers of processors than multiprocessor designs
based on globally shared memory. This model of parallel pro-
cessing has some desirable characteristics with respect to er-
ror confinement as well. A faulty processor can be prevented
from corrupting data in other processors if the faults are de-
tected quickly. Contrast this to a shared memory multiproces-
sor where a faulty processor can potentially write into any lo-
cation in memory and thereby corrupt an entire system within
a very short time.

A hypercube multiprocessor consists of 2V processors that
are connected by direct links according to the binary N-cube
interconnection pattern. Let us assume that the processors are
consecutively numbered from 0 to 2V — 1. Each processor is
directly connected to N other processors whose binary tags
differ from its own by exactly one bit. Topologically, this
arrangement places the processors at the vertices of an N-
dimensional cube. Fig. 1 shows a four-dimensional hyper-
cube, where the nodes represent processors and the edges
represent direct communication links. _

Since the probability of any one or more processors failing
in such highly concurrent systems is quite large, it is desirable
to build some fault tolerance feature into them. Fault-tolerant
network architectures are therefore emerging as an important
area of study [3]-[6]. In this paper, we will address the issue
of fault tolerance in hypercube architectures.

B. Alternate Definitions of Fault Tolerance

We need to clarify the definition of fault tolerance in a mul-
tiple processor architecture before proposing our fault toler-
ance scheme. One definition used in the literature states that a
network is fault tolerant (operational) as long as all the active
processors are connected by fault-free links and processors
[4]. This definition is appropriate for use in loosely coupled
multiprocessors where the interconnection topology is not that
important since tasks can be executed on multiple processors
as long as they are interconnected. According to this defini-
tion, the hypercube architecture is (N — 1)-fault tolerant for
a 2N processor hypercube.
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Fig. 1. Four-dimensional hypercube multiprocessor.

A second definition of fault tolerance used in the litera-
ture is more appropriate for tightly coupled microprocessors
where the parallel applications running on the system depend
on the interconnection topology. According to this definition,
a network is fault tolerant if, under failure of one or more pro-
cessors, a number of active processors is connected together
according to the original topology of the network for which
it was designed. According to this definition, the hypercube
architecture is fault tolerant because, in the presence of a num-
ber of faulty processors, it is always possible to find a subset
of fault-free processors that are still connected by the hyper-
cube connection of a lower dimension. However, this view
of fault tolerance in a hypercube results in a tremendous un-
derutilization of resources. For example, if a single processor
in a seven-dimensional (128-node) hypercube becomes faulty,
the resultant working system would be a six-dimensional (64-
node) hypercube, which reduces the performance by 50%
even though less than 1% of the system is faulty.

In this paper, we are interested in designing a fault-tolerance
hypercube architecture that will enable the realization of a
hypercube topology of the original dimension (seven in the
example) even under failures. This involves augmenting the
topology of the hypercube using a number of spare processors
and links. These issues are discussed in Section VI of this

paper.
C. Fault Detection in Parallel Architectures

One issue that is commonly not rigorously addressed in the
design of fault-tolerant parallel architectures is the mechanism
for detecting faulty processors. Some researchers advocate the
use of off-line testing of each processor in the hypercube as-
suming there is a set of functional tests that can be run by one
processor on another [7]-[9]. It is widely agreed that it is quite
difficult to validate the completeness of the functional testing
strategies. Also, off-line testing can only detect permanent
faults. It is well known that transient and intermittent failures
occur more frequently than permanent failures in computer
systems [10]. In order to detect these failures, it is necessary
to have some kind of concurrent fault detection mechanisms.

High coverage concurrent fault detection can be achieved by
implementing self-checking computers [11]. The techniques
for doing that in medium performance computers involve
SEC/DED codes in memory, error detecting codes on inter-
nal buses, and a mixture of coding and/or duplication of the
processor and 1/0 logic. Although these techniques are well
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understood, there remains serious problems in implementing
processing nodes with high-coverage concurrent fault detec-
tion. First, the high cost of detection in the processor and I/O
logic is often unacceptable. Second, designers use commer-
cially available chips, and chip manufacturers are not willing
to sacrifice performance for fault tolerance features.

It is now generally agreed that there is a need for a hierar-
chical fault tolerance scheme, where certain faults are detected
and recovered at lower levels; others are detected and recov-
ered at a higher level [11]. In this paper, we also assume
the existence of such a hierarchical scheme. We will propose
some techniques for detecting faults at the system level.

D. Algorithm-Based Fault Tolerance

Recently, a new scheme for obtaining reliable results from
computations using some on-line system-level checks of data
has been proposed. Algorithm-based fault tolerance deals with
a system-level method of achieving fault tolerance at low cost
by tailoring the fault-tolerance scheme to the algorithm to be
performed. This technique has been applied to matrix com-
putations which form the basis of many computation-intensive
tasks [12], [13]. The concept of algorithm-based fault tol-
erance has also been applied to algorithms for solving such
problems as the fast Fourier transform [14], [15], matrix equa-
tion solvers [16], sorting, and evaluation of arithmetic expres-
sions and polynomials [17], QR factorization, recursive least
squares [18], and singular value decomposition [19]. Theo-
retical issues relating to algorithm-based fault tolerance have
been reported in [20] and [21]. While these proposed tech-
niques were interesting, none of the results were practically
applicable since there were not many commercially available
systolic array processors for actual evaluation of the schemes.
The recent introduction of hypercube multiprocessors by sev-
eral commercial vendors has provided an opportunity for ac-
tually evaluating the applicability of our algorithm-based fault
tolerance schemes on a real machine, instead of a simplis-
tic theoretical evaluation. We, therefore, decided to use a 16
processor Intel iPSC-2 hypercube as our testbed for investi-
gation.

Numerous algorithms for computationally intensive tasks
have been developed by researchers that are suitable for exe-
cution on hypercube multiprocessors [22]. One characteristic
of many of these algorithms is that they are extremely struc-
tured. It is possible to apply algorithm-based techniques for
concurrent error detection on the hypercube with very low
overhead [23].

An issue that has not been rigorously addressed in any of
the algorithm-based fault tolerance schemes in the past is the
effect of finite precision arithmetic on the system-level en-
codings. In this paper, we have evaluated the effectiveness of
the algorithm-based error detection mechanisms in the pres-
ence of finite precision arithmetic. We discuss the design of
algorithm-based techniques for three parallel applications on a
hypercube multiprocessor: 1) matrix multiplication, 2) Gaus-
sian elimination, and 3) fast Fourier transform. Other appli-
cations are currently under investigation.

All the schemes described in the paper are in reality plausi-
bility checks rather than being rigorous checks with complete
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error coverage. However, in the presence of finite precision
arithmetic, any high-level encoding defined on the data will
have incomplete coverage even though it might be otherwise
rigorous. The only way to get perfect error coverage is to use
conventional techniques such as triplication and voting. In high
performance systems such as hypercube multiprocessors, this
approach is unacceptable. Our schemes offer a low-cost al-
ternative to system-level concurrent error detection. The only
way to determine the effectiveness of these schemes is through
implementation on an actual machine and evaluating the error
coverage for a large number of artificially created errors. This
paper reports on the results of such a study. We have imple-
mented these schemes on a commercially available hypercube
multiprocessor from Intel. We have evaluated the coverage of
our system-level error detection mechanisms by injecting both
permanent and transient errors in the data paths.

It is appropriate at this point to clarify the notion of faults
and errors as formally defined in [24]. A fault is a physical
defect in the system, whereas an error is the manifestation
of a fault at the logical level. As will be discussed in the
next section, our methodology does not really determine the
fault coverage but the error coverage of the algorithm-based
schemes.

II. METHODOLOGY FOR STUDYING ERROR DETECTION SCHEMES

In this section, we will describe briefly the system on which
we implemented the concurrent error detection mechanisms,
and the methodology used to evaluate the error coverage and
time overhead of our schemes.

A. Hypercube System

The testbed for our study was an Intel iPSC-2/D4/MX hy-
percube which consists of 16 processing nodes, each of which
contains an 80386 CPU and 80387 floating point coprocessor,
4 megabytes of memory, and some direct routing hardware for
message passing. Each node also contains eight bidirectional
communication links managed by a direct-routing hardware.
Seven of these links physically connect the nodes together and
provide dedicated point-to-point communication. The eighth
link provides direct access to and from the cube manager for
program loading, data input/output, and diagnostics.

When using the iPSC, one implements a parallel process-
ing application as a set of sequential processes that operate in
parallel. The distribution of the input data to the node proc-
esses and the collection of the results are performed by a host
process running on the cube manager. Each node process ini-
tializes, then waits for input data from the host, after receiving
which it starts the computation. Node processes communicate
by sending messages through the hypercube links. There is
no concept of a shared data among processes.

B. Error Injection Scenario

One of the objectives of our study was to evaluate the error
coverage of our algorithm-based error detection mechanisms.
For each of the schemes to be described in the paper, a work-
ing parallel algorithm was written in C for the Intel iPSC-2
hypercube. One of the processors in the hypercube was then
designated to be faulty at random. We then arbitrarily chose
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one of the modules within the processor, such as a multiplier,
or an adder to be faulty. This is a reasonable assumption since
in most current generation processor chips, the multipliers are
implemented separately from the ALU (containing the adder).
In this study, we will report on the results on only two types of
modules, adders and multipliers; however, the results can be
generalized easily to other types of modules such as dividers,
square root units, CORDIC units, etc.

It should also be noted that errors in the data manipulation
path also cover errors in memories or communication paths.
An error during a memory read operation can be modeled as
an incorrect input to a data manipulating module and will be
reflected as an error produced at the output of the module.
Similarly, an error during a memory write operation can be
modeled as a correct write of an erroneous data produced by
the module. Similarly, errors in the communication paths will
show up as errors in data processing modules. It is therefore
sufficient to investigate error detection for data manipulating
modules. Faults in memory or communication paths that pro-
duce gross errors such as complete loss of data or control
can be detected through time-out mechanisms. The other con-
cern is what happens in case of control flow errors [25], [26].
The study of the detectability of control flow errors using
algorithm-based techniques is a topic of further research and
will not be addressed in this paper.

For each type of module, we wanted to simulate both perma-
nent and transient faults, using software techniques, in order
to study the detectability of errors produced in those modules.
A permanent fault is one where the physical defect is present
throughout the time interval of interest (in our case, the algo-
rithm execution time). It should be noted, however, that the
permanent existence of a defect does not guarantee the acti-
vation of the fault for a given input pattern. A transient fault
is one where the defect is present over a short period within
the interval of interest. We chose this time period to be about
10% of the total run-time of the algorithm. We also wanted to
perform a comparative study of gross faults versus finer faults
i.e., faults which produce an error in the entire output word
versus those which change only a single bit at a time.

In order to perform a true fault injection, one needs to

_ know the physical implementation of a module, for example,

whether an adder is implemented as a ripple carry or a carry
look-ahead. In the absence of such implementation details,
we decided to inject errors instead. This is in compliance
with the formal definitions of a fault and an error in [24]:
a fault is a physical defect in the system, whereas an error
is the manifestation of a fault at the logical level. On the
basis of these discussions, four types of module errors were
considered.

1) Permanent word error: Error injection was performed
at the word level (by assigning a random word at the output of
the faulty module), for about 50% of the total algorithm run-
time, on the assumption that about half the time, a physical
defect actually causes an error (is active).

2) Permanent bit error: This was simulated by changing
a random bit value at the output, for about 50% of the total
time. While the previous case models catastrophic faults. this
case models faults whose effects are less severe.

3) Transient word error: Here, the word level error in-
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jection was limited to around 5% of the total time. This is in
accordance with our earlier assumptions that a transient fault
is present in an interval measuring about 10% of the total
run-time and that the fault activation rate is about 50%.

4) Transient bit error: The random bit change at the out-
put was carried out for about 5% of the total time.

For each of the above errors and an error-free operation,
we carried out a large number of simulations for different
sets of input data in the presence of finite precision arithmetic
for the 32-bit floating point representation. For example, for
a permanent bit adder error, we injected an error (changed
the bit value) at the node program in C, for every instance
of addition in a particular processor; this was carried out for
each of the 32 bits on ten different data sets. We then repeated
the above experiment for a fault in a different processor. We,
thus, performed a total of 32 x 10 x 2 = 640 simulations for
a permanent bit adder error.

C. Effects of Finite Precision Arithmetic

We now address the issue of finite precision arithmetic and
its relation to error coverage. Many researchers have derived
theoretical bounds on the errors in computation due to finite-
precision arithmetic. The magnitude of a roundoff error in
computation is limited by the wordlength; the shorter the
wordlength, the larger the error. The norm of the error in
computation can be written as K*F(N)*2~%, where K is an
application specific constant, F(NN) is a function of the prob-
lem size that depends on the application, and ¢ is the size of
the mantissa in the floating point representation. For example,
F(N) =log(N) for the fast Fourier transform [27].

In all our experiments, we kept the problem size and the
mantissa size fixed for the normal and hardware-error-injected
runs of the algorithms; hence, the norm of the error due to
roundoff could be expressed as a constant K', which is cho-
sen to maximize error coverage without false alarms. A false
alarm is defined to be the incorrect identification of roundoff
errors as hardware errors. The characterization of false alarms
was experimentally carried out by determining the minimum
constant K’ such that for 50 different input data sets, no false
alarms were observed. Having obtained an estimate of the er-
ror due to roundoff, we flagged an error as being due to hard-
ware fauilt if the relative error between the final result and
the correct result (=difference between the two results ex-
pressed as a percentage of the correct resuit) was more than
the estimated roundoff error. We noted that many errors due to
hardware faults were not detected using our on-line schemes
when the constant was too high; conversely, the number of
false alarms was high when the constant was too low. The er-
ror coverage that will be reported for various schemes in this
paper is defined to be the percentage of all injected hardware
errors that are detected by our schemes. It is worthwhile men-
tioning here that, in practice, some errors affecting the lower
order bits might not change the output values by any appre-
ciable amount; ignoring such errors could lead to an increase
in the resultant error coverage.

D. Time Overhead

Another objective of our study was to evaluate the realis-
tic time overheads of our error detection mechanisms. In the
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past, researchers proposing schemes for algorithm-based fault
tolerance have analyzed the time overheads of their schemes
very approximately by counting the extra steps (such as mul-
tiply and add) in the modified algorithms. No efforts were
made to estimate realistic times including the effects of com-
putation, interprocessor communication, and input/output. In
this paper, we have performed detailed studies of exact time
overheads required in our schemes.

Some of the performance features of the hypercube are
given below. Each processing node which contains an 80386
CPU is rated to operate at 4 MIPS; the 80387 coprocessor
is rated at 300 KFLOPS; the message routing uses wormhole
routing techniques and takes about 350 us for short messages
and 1 ms for 1 kilobyte messages. The message delay in-
creases very slightly with the length of the message. These
considerations influenced certain decisions during our algo-

rithm designs.

We make some brief comments about the timing measure-
ments on the hypercube. We measured the actual run-times for
the algorithms with and without the system-level checks for
each application and estimated the actual time overheads. The
Intel iPSC-2 hypercube is a single user machine with no vir-
tual memory; hence, the measurements were not affected by
extraneous factors such as page faults, context swaps, and sys-
tem load which create problems during measurements on most
general purpose computer systems. The MCLOCK command
of the Intel hypercube operating system has a granularity of
several milliseconds, since the internal hardware clock timer
is updated at that frequency. Hence, whenever we wanted to
estimate the run-time for one application on the hypercube,
we performed the measurement for ten repeated instances of
the application, and divided the total time by 10.

In the following sections, we report on our proposed con-
current error detection mechanisms for three applications for
the hypercube multiprocessor and present the results of our
experimental evaluation of the error coverage and the time
overheads.

OI. MATRIX MULTIPLICATION
A. Algorithm Description

We are interested in performing the multiplication:
C=AxB

where C, A, and B are full matrices of sizes p xr, p x g,
and g x r, respectively. Numerous algorithms have been pro-
posed in the literature for performing matrix multiplication in
the hypercube, each having its own characteristic of speedup
and memory usage. We used a scheme which requires more
memory per node than other schemes but has much better
properties with respect to error confinement and less inter-
processor communication.

The host partitions the matrix A into a number of rectan-
gular strips by rows equal to the number of processors in the
hypercube and sends one strip to each processor. The com-
plete matrix B is also sent to each processor. Each processor
P; performs the submatrix multiplication C; = A; x B using
a sequential algorithm. At the end, each processor sends the
submatrices of the result matrix back to the host.
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Fig. 2. Matrix multiplication on a four-processor hypercube.

The algorithm is modified to include system-level checks
based on the checksum matrix encoding proposed in [12]. The
checksum matrix encoding scheme consists of the following
steps.

1) The elements of each column of the matrix A, are
summed together. The result is the row CC(A); x4 called the
column checksum of 4.

2) The matrix multiplications C
CC(A) x B are performed.

3) The column checksum of matrix C, CC(C), is computed
and compared to D. In the absence of hardware errors and
roundoff errors, CC(C) and D should be identical.

We incorporate the above steps (at the strip level) into the
matrix multiplication algorithm for the hypercube as follows.

1) The processors of the hypercube, hereafter referred to
as nodes, are logically divided into n/2 pairs (a node with
the even address i is paired with the node with address / +1).
We will refer to the nodes in a pair as mates. The host sends
the matrix B to all the nodes, and partitions the matrix A into
rectangular strips (by row) sending strip A4; to node / and its_
mate.

2) Node i computes C; = A; x B and sends C; to the host.

3) Node i computes the column checksum of the A strip
of its mate, CC(Amae (), and then the D strip of its mate,
D aie iy = CC(Amae (iy) X B.

4) Node i obtains the C strip of its mate, Cma (i)-

5) Node i checks its mate by comparing CC(Caee (i) t0
D5 iy and sends the results (pass or fail) to the host.

6) The host judges the computation error-free if all nodes
‘“‘pass,”” otherwise, it judges the computation erroneous.

The above procedure is illustrated for a four-processor hy-
percube in Fig. 2 where the items shown with dashed lines are
computed locally at the node containing them and the items
shown with continuous lines represent those that are received
by the processor. For example, node 0 will receive strip A,
strip A;, and the matrix B. It will compute Co = Ao x B,
CC(A,),and Dy = CC(A4,) x B. It will then receive C, from
node 1, compute CC(C,) and compare it to D,.

= AxB and D =

If there is a fault in a node during the regular matrix mul-
tiplication computation, it will produce an error that will be
detected by the row check with a high probability (we will
quantify this later in the paper), since the checksum row for a
strip C; is calculated by the node that is the neighbor of node
i. Note that the above algorithm serves to detect the presence
of a faulty node but not to locate it. For example, if node 0
were faulty, then node 1 will check its result and declare it
faulty; at the same time, node O will check node 1 and decide,
being faulty, that node 1 is also faulty. The host, getting two
faulty indications, will judge the computation erroneous but
will not be able to locate the faulty node. We extended the
above algorithm to achieve fault location by performing two
phases of checking. The first phase is identical to what has
been described so far. The second phase is similar to the first
except that each node is paired with a mate different from the
one of phase one. For example, node 0 is paired with node
1 in phase one, and node 2 in phase 2. This way each node
gets two diagnostics from two different nodes. The node that
is diagnosed to be faulty twice is labeled as the faulty node.

B. Experimental Results

We ran our experiments on an example multiplication of
two 64 x 64 matrices on hypercubes of 4, 8, and 16 proces-
sors. We measured the time required to perform a normal
matrix multiplication and the time required to perform the
multiplication using system-level checks. Table I summarizes
the results of error coverage for 32-bit and 64-bit floating
point arithmetic. We make the following observations from
the table. First, the coverage of word-level errors compared
to bit-level errors is much higher since the corresponding mag-
nitude of the error is much higher. Second, the error coverage
is much higher when 64-bit precision is used as opposed to
32-bit precision. This implies that the algorithm-based error
detection techniques using system-level encodings should be
used in the presence of high-precision arithmetic. This re-
sult should not simply be viewed as a limitation of our error
detection schemes but an indication of how the results of com-
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TABLE ]
PeRCENT ERROR COVERAGE IN FuLL CHECKING OF MULTIPLICATION oF Two

64 x64 MATRICES

32-bit precision

64-bit precision

Number of processors Number of processors
4 8 16 4 8 16
Transient bit error/adder 78.91 78.83 75.78 | 91.41 89.06 84.77

Transient bit error/multiplier 72.66 69.53 67.19 | 89.06 85.55 80.86
Transient word error/adder 100.00 | 100.00 | 100.00 | 100.00 | 100.00 | 100.00
Transient word error/multiplier 100.00 | 100.00 | 100.00 | 100.00 | 100.00 | 100.00
Permanent bit error/adder 86.72 82.03 82.03 94.92 92.19 88.28
Permanent bit error/multiplier 78.13 75.00 75.00 | 91.02 88.28 83.98
Permanent word error/adder 100.00 | 100.00 { 100.00 | 100.00 | 100.00 | 100.00
Permanent word error/multiplier | 100.00 | 100.00 | 100.00 | 100.00 | 100.00 | 100.00
Percent Percent
overhead overhead
40 40
x 16 processors x 16 processors
30 0o 8 processors 30 0 8 processors
« 4 processors » 4 processors
20 4 20 A
7 Dss\\\e\a ] k’;\\\e\a
0 0

T T T T
64 96 128 160
Matrix row size
double precision
Fig. 3.

T T T T
64 96 128 160
Matrix row size

single precision

Execution time overhead of the matrix multiplication error detection

scheme.

putations can be affected by finite precision arithmetic. One
interesting thing to note is the decrease in the error coverage
for increasing number of processors for a given problem size.
This is due to the fact that each processor does less computa-
tions (and therefore is less affected by errors) as the number
of processors increases.

Fig. 3 shows the overhead in execution time incurred by the
fault detection scheme for a range of (square) matrix and cube
sizes. The figures show that for a fixed size hypercube, the
time overhead can be quite high for low problem sizes (e.g.,
35% for a 64 x 64 matrix multiplication on a 16 processor
hypercube), but decreases with increasing problem sizes. This
is due to the high relative communication delays for smaller
granularity of computations. For a fixed size hypercube, if the
size of the problem increases, each processor has to do more
computations since the size of the strips is larger. The number
of communication steps is fixed by the size of the hypercube.
The cost of a communication step is not that different for a
small matrix as opposed to a large matrix since the message
delays in the Intel hypercube are relatively independent of the
size of the message. For a fixed problem size, if the size of
the hypercube is increased, the amount of normal computation
that each processor has to do decreases, while the computation
for the checks increases, hence the overhead increases. For
large problem sizes, the overheads become less than 15%,
which makes our schemes attractive.

IV. GaussiaN ELIMINATION

A. Algorithm Description

When a set of linear equations Ax = b is solved for a single
right-hand side b, the solution is usually obtained by perform-

ing Gaussian elimination to create an upper triangular matrix.
This step is followed by either obtaining a diagonal A matrix
through Gaussian elimination of the upper triangle, or by back
substitution, which solves for the value of x,, and substitutes
this value into the x,_; equation to solve for x,_;, etc. On a
hypercube, this Gaussian elimination method is often solved
by distributing complete rows of A% = b to each hypercube
processor node [28]. Pivoting in linear equations algorithms
provides for stable (no division by zero) and more numerically
precise solutions. Although full pivoting by row and column
provides the most numerically precise solutions, some form
of partial pivoting is most often used because of the reduced
overhead for calculating the next pivot. The movement of rows
due to partial pivoting can be expressed as a vector p, where
pi represents the physical row corresponding to logical row
i. Using this convention, actual row swapping need not take
place. Instead, elements of the matrix are indirectly addressed
using this vector p. For the hypercube implementations in the
succeeding sections, this use of indirect addressing will be
assumed.

With the linear system distributed by rows, column check-
sums can be used to detect any errors caused by a single node.
Given a 2V node hypercube, each 2V — 1 rows in the system
of n linear equations is augmented by a row of column check-
sums. Each group of the resulting 2V rows will be referred
to as a submatrix of the full system. These checksums make
it possible (assuming infinite precision) to detect an arbitrary
number of errors in a single node. However, row checksums
are also needed to positively identify which node is failing
once an error is flagged. In this paper, one row checksum per
row is assumed, which adds an extra column to the system of
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linear equations. Once any column checksum fails, the corre-
sponding rows of the submatrix are analyzed to find the first
row checksum failure. The corresponding node is the failing
node.

A general method of handling pivoting in the presence of
column checksums is now developed that requires an exten-
sion of the weighted checksum definition vector given in [13],
which defines a coded vector as follows:

D = (a)ay---a, WCS; WCS; - - - WCS;,),

where a; is a data element, and WCS; is defined as
WCS; = (a1a---an) - (WiyWip---Wip).

A more useful checksum can be defined that will be shown to
provide more efficient and precise results on column weighted
checksum vectors when pivoting is being performed. A weight
is given to the checksum value itself, and the sum of this
weighted checksum and the weighted data are defined to be
zero. To simplify the discussion, a single weighted checksum
WCS will be assumed, and WCS will be defined by this equa-
tion:

WoWCS + (a1ay---an) - (W /Wy Wpy) =0.

The checksum element is now no different than any data
element, and, in particular, the checksum element can be al-
lowed to participate in pivoting. Pivoting involving the check-
sum element will cause the checksum element to become a
data element for the purposes of Gaussian elimination. This
operation is legitimate only because the full checksum row is
a linear combination of all of the data rows of the full matrix,
and thus it is linearly dependent upon the data rows. The only
problem to avoid is allowing an entire submatrix into the final
n rows of the linear system at one time. This situation will
result in one linearly dependent row, which will destroy the
Gaussian elimination process.

Prudent choices of weights for the checksums can result in
reduced computation time for pivoting and row elimination.
The weights for the unity checksum WCS are defined as

W; =1 forall i.

For this weighting, no weights need to be kept with the data.
Pivoting simply updates a permutation vector p, instead of
physically causing rows to swap. p is then used as an indirect
address mapping logical rows to physical rows. This technique
is commonly used in Gaussian elimination.

The column checksum is not as straightforward to imple-
ment as the row checksum. This follows from the fact that row
subtractions are being performed, and these row subtractions
do not preserve the natural column checksum properties. Spe-
cial adjustments must be made to assure that the checksum
satisfies the checksum equation. Consider the initial matrix
representing AX = b, and, for simplicity, assume that no
pivoting is ever required. To further simplify the discussion,
assume that n < 2V, so that column checksums are weighted
summations of the entire column. '
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ap ap ain b,

az an azn b,

any an Ann bn
WCS; WCS, WCS, WCSp.

To preserve the properties of the weighted column check-
sums, it will be necessary to leave the elements of the pivot
column that are below the pivot row unchanged. This is com-
mon practice anyway, since these elements serve no useful
purpose in Gaussian elimination after being used in the pivot
column. With this assumption, the first iteration of the elimi-
nation will produce the following matrix:

a ap a, b,
12 Q\pn b]
a;  axn— —=ay ay — —2a by — —a
0 =g, 2 27 4,9
a ain 1
an Apy — —Qap anpn — —a - —a
an n nn a nl n an nl
1
WwCSs| wCs} wcs) WCS;,

where WCSf represents the value of WCS; after the kth it-
eration (ignoring pivoting). For the pivot column, there is no
change to the data, so WCS} = WCS;. For j > 1 (nonpivot
columns), WCS; can be computed as follows:

WCS) = WCS; — WS, - Wiay,.
11

For succeeding iterations of Gaussian elimination, this equa-
tion generalizes to (for iteration p and j > p):

p—1 p
p __ p—1_ 9pj -1 Z p—1
=1

It is not desirable to compute this summation, but it can
be removed by adding variables. Two variables are used to
keep track of each WCS;. One variable (WCA;) will hold
the weighted summation of the first p elements in the col-
umn (where p = the current iteration), and the other variable
(WCB;) will hold the weighted summation of the rest of the
data elements in the column. The WCA; variables are initial-
ized to zero, and the WCB; variables are initialized to the
weighted checksum as before. All WCA; and WCB; variables
remain unchanged for column j < p (disregarding pivoting).
With these changes, the general update equations for j > p
now become

-1 ~1
WCA? = WCA? ™" — W,ab

pJ
a?7!
WCB? = WCB/ ™' — 2L wCBS™'.
a
124

This checksum update is more costly than the normal data
element update. However, the simple unity checksum removes
the multiplication from the WCA; calculation.
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Now pivoting will be integrated into this column checksum
approach. WCA values represent weighted sums above the
current pivot line, and therefore will never switch during a
pivot operation, even if the WCB row is involved in the pivot.
If a checksum row is being switched with a data row, all that
is necessary is to switch the data row with WCB. This simply
involves updating the p permutation vector as always. These
observations can be readily seen by examining the checksum
equations. Assuming that data row p and checksum row 1 are
involved in the pivoting, the equation before pivoting is

n
Wo(WCA] + WCBf) + > Wiaf; =0.
i=1
After pivoting, WCBf- and a’; ; are switched, but the equation
still holds.

This completes the necessary theory for handling the up-
dates of the column checksums during the elimination of the
lower triangle of the system A% = b. '

The rest of the computation is back substitution. Column
checksum equations are of no use during this phase of the
computation. On the hypercube, this back substitution occurs
somewhat sequentially, since one node k, will perform the
full calculation of x; given the previously calculated values
Xi+1s - »Xn. After this calculation is complete, this node will
send x; to the other nodes. Since this is a largely sequential
computation, an idle neighboring node k. can check the x;
calculation by performing the identical calculation, provided
that node K, also contains row /. Rather than passing this
row [ from node k; to node k», this implementation takes
advantage of the fact that every row has been passed to every
node during the forward elimination phase. A subset of the
hypercube connections provides a simple ring network, and
each node k; in this ring saves every pivot row sent by its
predecessor node k;_;. The resulting x; check is exact, since
the two separate calculations must yield an identical answer.

Performing the actual check of a checksum on a hypercube
is not a trivial task. For row distribution in a hypercube, since
every node contains data elements from each column, all nodes
remain involved in computation throughout every iteration.
With the full row distribution method, the selection of the
pivot row is a cooperative effort between all of the nodes.
Each node contains elements of the pivot column, and these
elements are successively compared to other elements via a
tree-like communication pattern that terminates at node 0. This
communication takes N steps. This global comparison results
in the chosen pivot row being collected at node 0, and node 0
then broadcasts this result to all other nodes. At the same time
that this pivot calculation takes place, the checksum calculation
and the pivot checking can be done using the elements of the
pivot column. The pivot calculation is checked through pure
redundancy— each node receives enough information from the
proceeding node to repeat the proceeding node’s section of
the pivot calculation. The pure redundancy is slight in cost
compared to the normal communication overhead required for
the pivot calculation. These pivot column elements are also
weighted and successively added to form column checksums
for each submatrix, and node O flags any errors found in the
column checksums.
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TABLE 11
PerCENT ERROR COVERAGE IN GAUSSIAN ELIMINATION OF A 100x 100 MATRIX

32-bit precision 64-bit precision
Number of processors | Number of processors
4 8 16 4 8 16
Transient bit error/adder 81 78 75 92 88 86
Transient bit error/multiplier 78 78 75 91 86 88
Transient word error/adder 100 100 | 100 | 100 100 100

Transient word error/multiplier 100 100 | 100 | 100 100 | 100

Permanent bit error/adder 88 84 81 95 94 92
Permanent bit error/multiplier 84 81 78 94 92 91
Permanent word error/adder 100 100 100 100 100 100

Permanent word error/multiplier | 100 100 | 100 | 100 100 | 100

Errors in a column checksum trigger the checking of the
row checksums for its associated submatrix. Checking of the
row checksums is accomplished with the same communication
pattern as the back substitution checking. The hypercube con-
figures itself as a ring, and each node passes information to
its neighbor in the ring. This neighbor sums the data elements
in a row and compares it to the actual row checksum.

B. Experimental Results

We ran our experiments on an example Gaussian elimina-
tion of a 100 x 100 matrix on hypercubes of 4, 8, and 16
processors. Table II summarizes the results of error cover-
age for 32-bit and 64-bit floating point arithmetic. It can be
seen that the coverage for transient bit errors is quite low, but
the coverage for the other error types is reasonably high.
Also, it is obvious that 64-bit precision is desirable for our
algorithm-based checking schemes.

We next measured the time required to perform a normal
Gaussian elimination and the time required to perform the
computation using system-level checks. Fig. 4 displays the
execution overhead for various sizes of matrices and hyper-
cubes. Note that this overhead decreases as both matrix size
and cube dimension increase. The reasons are similar to those
described for matrix multiplication.

V. FasT FOURIER TRANSFORM

A. Algorithm Design

The discrete Fourier transform is one of the most important
computations in digital signal processing. It is used in comput-
ing the convolution of two signals, in spectral estimation, and
numerous other applications. The discrete Fourier transform
is given by

N-1
X(k):Zx(n)w’;V", k=0,1,---,N—1
n=0

where wy = e ~/@*/N) is the Nth root of unity and is called
the twiddle factor. It is possible to rewrite the above equation
as

X(k)=Xeven(k)+WkXodd(k); OSk SN/Z—]

X(k+N/2)=Xeven(k)—WkXodd(k)y OSk SN/Z-—l

where Xeyen is the Fourier transform of the even points of X,
and X oqq is the Fourier transform of the odd points of X.
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Fig. 4. Execution time overhead of Gaussian elimination error detection
scheme.

The above equation is the basic equation for the FFT. In
designing a parallel algorithm for the hypercube, the following
assumptions were made.

1) The number of points is a power of 2, e.g., 27.

2) The number of processing nodes is a power of 2, e.g.,
2N This assumption is satisfied by the hypercube topology.

3) The number of points is more than or equal to the num-
ber of nodes.

The parallel algorithm is described at a high level below.

a) The host computer will divide the points evenly among
the nodes. If there are 2° number of points, and there are 2V
number of nodes, then each node will receive 2°~" points.

b) The points are sent to the different nodes in a permuted
manner.

Yy = bit_reversal_permutation (x)

fori =0to 2N —1

send y[i*2P—N ... (i +1)*2P~N] to node i.

endfor.

Alternatively, all the points are broadcast to all the nodes and
each node keeps the points it needs. This is slightly faster than
what is described above.

¢) The processing nodes will perform the iterative sequen-
tial FFT algorithm on the points they have received. Nodes
will perform the computations independently and in parallel.

d) After they have computed the FFT of the points they
were given, the nodes will exchange messages.
fori=0to N -1

neighbor=complement bit i of id

if (id < neighbor)

exchange the second half of node id with first half of
neighbor

else

exchange the first half of node id with second half of
neighbor

perform the butterfly operation
endfor.

e) Each node will pass the results back to the host.

Fig. 5 illustrates how the algorithm works for a 16-point
FFT on four nodes. Note that the vector y is the bit reversal
permutation of the input vector x.

Several schemes of algorithm-based fault tolerance have

been proposed for the FFT on butterfly networks [14], [15],
[18]. We now state two properties of the fast Fourier transform
which are used as checks in our hypercube algorithm.

Property 1 (Parseval’s Theorem): The product of the
number of points in the FFT and the sum-of-squares of the
input points equals the sum-of-squares of the output points.
This property was used in [18] for fault detection in an FFT
butterfly network.

Property 2: The results of intermediate computations in the
parallel algorithm for the FFT are related by the equality of
twice the sum of squares of the inputs to the sum of squares of
the outputs of intermediate FFT computations. For example
in Fig. 5, the results of the sum of squares of inputs to an
eight-point FFT computation given the four-point FFT’s of
the even and odd points equals half the sum of squares of the
outputs of the eight-point FFT.

Our error detection mechanism involves the following steps
(SOS refers to sum of squares).

1) Each node computes the SOS of its input and output
points and sends the results to node 0 and 1, respectively. For
example, node 2 computes SOS(y8, 39, ¥10, y11) and sends
the result to node 0. It also computes SOS(X4, X5, X12, X13)
and sends the result to node 1.

2) Nodes 0 and 1 compute the total SOS of the input and
output, respectively, from the partial SOS they receive from
the other nodes.

3) Node 0 obtains the output SOS from node 1, and node
1 obtains the input SOS from node 0.

4) Both nodes 0 and 1 check the computation by computing
|[SOS(output) — SOS(input)/N| and comparing it to a tol-
erance factor. The results of comparison, ‘“‘pass” or “fail,”
are sent to the host.

5) The host declares the computation to be erroneous if it
receives a “fail”” indication from either node 0 or 1. Some
additional checks are performed to locate the faulty processor
assuming that the fault was a permanent fault.

We assume that the results of intermediate computations
are saved as checkpoints among the processing nodes in our
parallel algorithm. In Fig. 5, for example, the results of the
four-point FFT’s after the first stage of the computations are
available in each of the four nodes. These intermediate results
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16-point FFT on a four-processor hypercube.

Fig. 5.

are checked using the same property. For example, the sum of
squares of the inputs, x(0), x(4), x(8), and x(12), multiplied
by 4, should equal the sum of squares of the four-point FFT’s
computed by node 0. These computations are checked by node
0 itself and its two neighbors, namely nodes 1 and 2. The
results of the checks are sent to the host. Since the results
are computed by three processors independently, the faulty
processor can be identified by the host if the fault appeared
in this stage of the computations.

The next step is to verify the correctness of the second
stage of computations, namely the eight-point FFT’s. The in-
puts and outputs of a portion of the eight-point FFT, namely
points 0, 1,4, 5, are sent by node O to two neighbors, nodes
1 and 2. Nodes 0, 1, and 2 independently compute the sum
of squares and send three sets of results to the host. The host
verifies whether the sum of squares of the inputs at this stage
multiplied by two, equals the sum of squares of the outputs
(Property 2 of FFT). If an error is determined at this stage,
the faulty processor is located to within two processors, e.g.,
nodes 0 and 1, or nodes 2 and 3.

The next step is to verify the correctness of the third stage
of computations, namely the 16-point FFT. In this stage, the
inputs and outputs of the points 0, 1, 8,9 are sent from node
0 to its two neighbors, 1 and 2. Again, the nodes perform
the intermediate sum of squares of the inputs and outputs and
send three sets of results to the host. The host checks for the
equality of twice the sum of squares of the inputs to the sum
of squares of the output (Property 2). A discrepancy at this
stage can locate the faulty processor to within four processors,
which, in this example, is the entire hypercube.

At this stage, the host assumes that the fault is transient and
repeats the entire set of computations. If the fault is perma-

nent, then the same syndromes will be repeated. It is hoped
that in case of a permanent fault, the fault will be detected
in the earlier stages where the faulty processor is precisely
identified, or is located to within a few processors. The re-
configuration strategy described in Section VI can be applied
and the set of computations repeated assuming one of the sus-
pect processors to be faulty. If the guess is incorrect, an alter-
nate suspect processor is replaced using our reconfiguration
strategy.

B. Experimental Results

We ran our experiments on an example 256-point FFT on
hypercubes of 4, 8, and 16 processors. We measured the time
required to perform a normal FFT and the time required to
perform the FFT using system-level checks. Table III summa-
rizes the results of error coverage for 32-bit and 64-bit floating
point arithmetic. Fig. 6 shows the execution time overhead in-
curred by the error checking detection for 32-bit and 64-bit
floating point arithmetic, a range of cube dimensions, and a
range of problem sizes.

VI. RECONFIGURATION TECHNIQUES

In the preceeding sections, we have discussed some tech-
niques for system-level concurrent fault detection. The first
time a processor is identified as faulty, it is assumed to be a
transient failure, and the computation is repeated. If the same
failure occurs more than once on the same set of inputs, the
fault is diagnosed to be a permanent fault. In that case, the
faulty processor needs to be isolated from the system and a
spare processor brought instead. We now address the issue
of placing spare processors and links in an augmented hyper-
cube topology such that in the presence of faulty processors,
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TABLE III
? PErCENT ERrROR COVERAGE IN 256-Point FFT
32-bit precision 64-bit precision
Number of processors Number of processors
4 8 16 4 8 16
Transient bit error/adder 85.16 82.03 75.00 94.53 9141 88.67
Transient bit error/multiplier 77.34 72.66 71.88 90.63 85.55 85.94
Transient word error/adder 100.00 | 100.00 | 100.00 | 100.00 | 100.00 | 100.00
Transient word error/multiplier 100.00 | 100.00 | 100.00 | 100.00 | 100.00 | 100.00
Permanent bit error/adder 89.06 86.72 82.81 96.09 94.92 91.80
Permanent bit error/multiplier 85.16 83.59 79.69 96.09 94.14 92.19
Permanent word error/adder 100.00 | 100.00 | 100.00 | 100.00 | 100.00 { 100.00
Permanent word error/multiplier | 100.00 | 100.00 | 100.00 | 100.00 | 100.00 | 100.00
Percent Percent
overhead overhead
40 40
x 16 processors x 16 processors
o 8 processors o 8 processors
30 « 4 processors 30 . 4 processors
20+ 20
10 10
T T T T 1 T T
5121024 2048 4096 5121024 2048 409§
Number of FFT points Number of FFT points
double precision single precision

Fig. 6. Execution time overhead of the FFT error detection scheme.

a hypercube topology containing fault-free processors can be
configured. In the augmented topology consisting of spare
processors and links it is important that the degree of the
nodes does not increase exponentially. The number of redun-
dant processors should also be minimal.

Recently, Rennels has proposed a scheme for spare recon-
figuration in hypercube topologies [6]. The processors in an
N-dimensional hypercube having N normal hypercube ports
are augmented by an additional port in the (N + 1)st dimen-
sion. The reconfiguration scheme uses VLSI crossbar switches
to bring in a spare processor using the additional dimension
when a processor fails anywhere within the hypercube. For
a hypercube containing 128 processors, each spare processor
connects to eight VLSI crossbar chips each of which connect
to 16 ports of a 16-processor subcube. Effectively, the degree
(number of ports) of the spare processor node becomes equal
to the size of the hypercube = 128. The scheme has also been
extended to provide spares for each subcube of processors to
reduce the degree of the spare node.

In this section, we propose two schemes for reconfigura-
tion, one for reconfiguring from faulty links and processors,
the other for reconfiguring from faulty links alone. Both the
schemes minimize the number of communication ports of each
processor.

A. Reconfiguration for Processor Sparing

The first scheme is designed to reconfigure faulty proces-
sors. We use two spare processors for every eight normal
processors of the original hypercube topology. Each normal

(0101)

(0010)
Fig. 7. Augmented three-dimensional hypercube topology (two spares).

(0110)

processor node has a degree of N + 1 and the degree of each
spare node is N + 2. The details of the connections of such
a cube are shown in Fig. 7. Since we add redundant nodes,
we increase the dimension of the cube by one. The address of
a normal node for an eight-node fault-tolerant cube is deter-
mined by appending a 0 to the most significant bit position of
the original 3-bit address whereas the address of a spare node
is determined by appending a 1 to the original 3-bit address
of any one of the normal processors connected to it. The only
constraint is that there can be only one bit difference between
the addresses of two spare nodes belonging to the same basic
subcube. The addresses of nodes (normal/spare) can be de-
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termined for any dimension higher than three as usual. Fig. 8
shows a four-cube connection with four spare processors. It
can be observed that the spare processors have been connected
to themselves in a two-cube fashion. Therefore, the regular-
ity of the structure is maintained, even when we increase the
dimension.

When the failure of a normal processor is detected, the
processor is replaced by a spare processor. The algorithm for
replacement is given below.

1) Replace the faulty processor with the spare processor
connected to it.

2) The link from the spare processor to the faulty processor
and the link diagonally opposite to it are disabled. All other
spare links are enabled.

3) The spare processor S which replaces the faulty proces-
sor sends its address and the faulty processor’s address to all
the spare processors connected to it.

4) Each spare processor connected to S performs a bitwise
Exclusive-or of its own address with the address of S and the
address of the faulty processor F to determine the addresses
of the nodes to which S should be connected.

As an example, let us consider the fault-tolerance four-cube
shown in Fig. 8, where node F(01100) is faulty. The recon-
figuration steps are given below. Replace processor F(01100)
with the spare processor S(11100). The links FS and HS are
disabled. All other links are enabled. Spare processors R and
Q are adjacent to processor S. Processor S sends addresses
of F(01100) and S(11100) to both R(11000) and Q(10100).
R calculates the address of the node it should be connected to
(J(01000) in this case) by exoring (bit by bit) the addresses of
S, R, and F. Similarly, Q Exor’s the addresses of S, Q, and
F to determine its neighbor (G(00100) in this case). Here,
spare nodes R and Q act as switches.

B. Reconfiguration for Link Sparing

The second scheme for reconfiguration is designed to tol-
erate link failures alone. We assume that link failures are de-
tected by coding techniques on the messages transmitted. The
augmented topology is as follows.

Let us assume that the 2V processors in the hy-
percube are addressed by their binary representations,
an_1an—---ap. The hypercube topology implies that
the processor any_;---a@;---ap is connected to proces-
Sor ay----a;---aop in the ith dimension. We propose
that the processor be also connected directly to processor
ay_1anN_; ---dy, i.e., complementing all the bits in the bi-
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Augmented four-dimensional hypercube topology (four spares).

nary representation. This implies that the degree of each node
is increased by one. The resultant topology is shown in Fig.
9.

Let us suppose that a link in dimension i/ of the hyper-
cube becomes faulty. Then, the reconfiguration algorithm
is as follows. All the dimension / links are disabled and
the auxiliary links are activated instead. The processors are
newly addressed as follows. The processor with old address
ay_y---a;210a;_y - - -ag has the same new address. However,
the processor with old address ay_ - - -@;s11a;_; - - -ag is as-
signed the new address @y _; -+ -@;+;1@;_;. In other words,
the processors whose binary addresses have a zero in the ith
position, maintain the same addresses; however, the proces-
sors that have a one in the ith position will complement all
the bits except the ith bit in their new addresses. It can be
easily shown that under the new addressing scheme, the hy-
percube connections are still maintained but the processors
switch roles. Fig. 9 shows the old and new addresses of the
processors after the faulty links marked by crosses are re-
placed by spare links.

VII. CONCLUSIONS

Hypercube multiprocessors have recently offered a cost-
effective and feasible approach to supercomputing through
parallelism at the processor level by connecting a large number
of low-cost processors with direct links. However, as systems
become more complex, the probability of the failure of the
systems increases unless specific measures are taken to tol-
erate faults within the system. This paper has discussed the
design of a fault-tolerant hypercube multiprocessor architec-
ture. Most of the earlier schemes of fault tolerance in parallel
architectures addressed mainly the issue of reconfiguration of
a parallel architecture once a faulty processor is identified.
The schemes assumed the existence of an off-line d1agnos1s
strategy which locates the faulty processor.

In this paper, we have proposed the detection and loca-
tion of faulty processors concurrently with the actual execu-
tion of parallel applications on the hypercube using a novel
scheme of algorithm-based error detection. We have imple-
mented system-level error detection mechanisms for three par-
allel applications on a 16-processor Intel iPSC hypercube mul-
tiprocessor: 1) matrix multiplication, 2) Gaussian elimination,
and 3) fast Fourier transform. Schemes for other applications
are under development.

All the schemes described in the paper are in reality plausi-
bility checks rather than being rigorous checks with complete
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Fig. 9. Reconfiguration strategy for sparing links.

error coverage. However, in the presence of finite precision
arithmetic, any high-level encoding defined on the data will
have incomplete coverage even though it might be otherwise
rigorous. The only way to get perfect error coverage is to use
conventional techniques such as triplication and voting which
are extremely costly. Our schemes offer a low-cost alternative
to system-level concurrent error detection. The only way to
determine the effectiveness of these schemes is through im-
plementation in an actual machine and evaluating the error
coverage for a large number of artificially created errors. We
have implemented these schemes on a commercially available
hypercube multiprocessor from Intel. We have evaluated the
coverage of our system-level error detection mechanism by in-
jecting both permanent and transient errors in the data paths.
We have shown that we can achieve between 85-100% er-
ror coverage using our schemes with no modification to the
existing hypercube architecture.

Finally, the paper proposes two reconfiguration schemes
that allow us to isolate and replace faulty processors with
spare processors. These schemes require some modification
to the original architecture. These schemes of reconfiguration
are integrated with the fault detection schemes to form a truly
fault-tolerant hypercube mulitiprocessor. -
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